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DON'T TURN A BLIND EYE

Have you ever considered what would happen if a criminal or a competitor
infiltrated your office? Are your staff trained to challenge strangers? Is
someone looking at your CCTV?

The fact is that the physical security in Australian offices is quite poor, leaving
companies with a false sense of security. Even with robust IT security controls,
companies live in offices which can easily be compromised, making it is just
as important to test the effectiveness of your physical controls and user
awareness, as it is to regularly test your technology controls.

Privasec can assess the effectiveness of your physical security controls by
surveying your premises and crafting a highly-targeted strategy to attempt to
infiltrate your office, steal information, assets and compromise your network
from the inside.

HOW WE CAN HELP

Our Rogue Intrusion Testing is a cost effective way to assess how vulnerable
you are to theft, corporate espionage and internal hacking.

Privasec’'s experienced consultants will execute a series of carefully crafted
infiltration, theft, and exfiltration attempts and give you very tangible and
irrefutable evidence on exactly how secure your office, assets and information are.

Over the years our consultants have successful infiltrated banks, insurances,
agencies, server rooms, operating centres, monitoring decks and executive offices.

HOW THIS SERVICE WORKS

1. A senior consultant will discuss with you the objectives of the assessment,
including the do’s and dont’s to help frame the scope
of the assessment.

2. We agree on the assessment timeframes and on the level of sophistication
desired (i.e. the time we spend researching and whether or not props and
fake IDs are allowed). This is important to match the most likely real-life
intrusion scenario and to not discredit the exercise report to the readers.

3. You will be notified one day prior to commencement. Privasec consultants
will conduct surveillance of the premises and perform other reconnaissance
activities to identify potential entry points or gaps in security controls.




4. Based on our reconnaissance, our consultants will then craft a targeted
strategy to execute the agreed scenarios, infiltrate the building, and fulfil the
objectives of the scope, whether that be the simulated theft of information or
assets, USB drops and/or compromise of IT systems.

5. At the conclusion of the assessment, a formal report will be presented to you,
clearly detailing and evidencing the attacks carried out, the security gaps
identified and recommendations on how to remediate these gaps. Privasec will
also include irrefutable evidence of infiltration.

NON-REPUDIATION

) The effectiveness of Rogue Intrusion Testing comes from its ‘clear-cut’ evidencing
of security weaknesses. It bypasses the risks/potentials and other ‘ifs’ to deliver
very tangible evidence which cannot be argued against.

Evidence of successful infiltration and exfiltration is usually provided as:
- Photographs of areas we gain access to, taken by the Tester/Social Engineer.
« Photographs of the information sighted/accessed.

« Retrieving the asset/data/printed information (returning it to the engagement
stakeholder at the conclusion of the engagement).

« "Privasec was here” token planted in the area (e.g. a sticker discretely placed on
the underside of a desk).

WHAT YOU GET

We will provide you with a concise report that:

v" Describes your current social engineering threat landscape
Describes your current physical security controls effectiveness
Detailed accounts of the intrusion attempts supported by evidence

Identifies and prioritises the key findings observed
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Professional comment on the following capabilities:

» Ability to detect and respond to information gathering, reconnaissance,
and surveillance

* Ability to detect and respond to rogue intrusion (attacks)
» Ability to detect and respond to data and/or asset exfiltration

v Recommendations (roadmap) to reduce your exposure to minimise your risks
and prevent future intrusion/theft/ inside hacking

v" Provides specific suggestions for security awareness training relevant to your
office site and business

NEXT STEP

@ Don't turn a blind eye. Call now to understand how exposed you are to physical
attacks and see how Privasec can give you the peace of mind that you have got all
the bases covered.
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