Some of our
Core Services

Industry Certifications
and Qualifications

Privasec

GRC

Penetration Testing, Phishing + CISSP, CISA, CISM, CRISC GOVERNANCE
i i AND INFORMATION
and Red Team Attack Simulations « PCl QSA & QSAC SECURITY PARTNERS

* Red & Purple Team Attacks & Rogue
Intrusion Testing & Phishing

« Drone Security, Hacking & Defence

- WebApp/Mobile/Wireless/Infra
Penetration Testing

+ Physical Intrusion Testing & Social Engineering
« Secure Code Reviews/Training

» Architecture/Network Security
Assurance Testing

Governance and Risk

+ Virtual Security Office

« NIST, ISO 27001:2013, ISM IRAP, PCI DSS, SG
MTCS, SG MAS TRM & SG ABS

« Policy Frameworks & Awarness Campaigns

+ Cyber Incident Response

+ Risk Management

« Vendor Security Assessment & Management

» EU GDPR, SG PDPA, NDB & Privacy Impact &
Readiness

Singapore Cybersecurity Act
Cyber Security Health Checks

« 1SO 27001:2013 LI & LA
+ CSA STAR

« AG NV1 & NV2 Clearance, IRAP
» CREST, OSCP, CEH, CPTS

+ Cloud Security Alliance Certification

Professional Body Memberships

« AISA, ISACA, (ISC)? PCI SSC, CREST

Government Accreditations

+ Singapore — GeBIZ Government Supplier

» Australia — Federal Government Panels

+ Australia - NSW Government SCM0020 panel, Supplier

and Advanced Supplier

« Australia — Victorian Government eServices Panel

+ Australia — GITC Agreement with the State
of Queensland - QASSURE

Australia — Federal Negative Vetting Level 1 & Level 2

Cleared Personnel

Privasec

@
RED TEAMING &

ADVANCED ETHICAL
HACKING

GRC

GOVERNANCE RED TEAMING &
AND INFORMATION ADVANCED ETHICAL
SECURITY PARTNERS HACKING

Privasec RED

Q +61 1800 996 001 (AU)
+65 66109597  (SG)
+603 2788 3709  (MY)

= info@privasec.com

Compliance

@ www.privasec.com

PCI DSS, ISO 27001, ISM/PSPF,
APRA, EU GDPR, SG PDPA, SG
MAS TRM, NSW CSP, VPDSF, IS18,
STAR CSA, ISAE 3402 (SOC 2),

& more...

+64 92224725 (NZ)

New South Wales Office
Level 12, 234 George Street
Sydney 2000

NSW, Australia

New Zealand Office
Level 4, 17 Albert Street
Auckland CBD 1010
New Zealand

Victoria Office
Level 6, 276 Flinders Street
Melbourne 3000

VIC, Australia

Singapore Office

10 Anson Road
International Plaza #34-06
Singapore 079903v

Queensland Office
Level 6, 200 Adelaide Street
Brisbane 4000

QLD, Australia

Malaysia Office
B-5-8 Plaza Mont Kiara
Mont Kiara 50480
Kuala Lumpur, Malaysia




What we do:

We hack your
systems, exploit
your processes
and infiltrate your
premises before

Al

We help executives
protect and grow
their businesses by
balancing agility
and security.

the bad guys do.

About Privasec

Privasec is an independent security, governance, risk,
and compliance consulting firm.

We believe security should align with business objectives

We are vendor & technology agnostic

We believe in business relationships based on trust,
integrity and care

We are onshore and we are not a body shop
We are flexible — we get that priorities shift
We adapt — we talk to both boards and techies

Benefit from 100+ years of combined experience
within Australia, Singapore and across the world

and create value for the organisation.

Privasec GRC
Services Overview

&

GOVERNANCE
AND INFORMATION
SECURITY PARTNERS

Privacy, Governance and Risk Services

We create strategies, roadmaps, frameworks and
policies to assist CISOs, CIOs and CFOs comply,
manage and improve their operations. We also
help companies to comply with their legal privacy
requirements.

Compliance Services - PCI DSS, ISO 27001, IRAP
(ISM/PSPF), APRA, GDPR, DISP, VPDSF, IS18, STAR
CSA, ISAE 3402 (SOC1, SOC2, SOC3), EU, SG, AU/
NZ Security and Privacy Legislations, and more

Get expert advice aand support. Comply and

keep costs down. Achieving compliance can easily
get expensive without the right advice. Comply
and keep costs down with our expert advice and
support. Talk to us first.

Cyber Security Health Checks and
Assessments

How do you rate? Get the assurance you need to
move forward. Our health checks are cost effective
and usually fixed price engagements delivered in
under a week.

SMB Security Uplift and Tender Writing

Remain competitive, gain trust from customers
and unlock larger markets by adopting relevant
best practices and certifications ahead of your
competitors.

Virtual CISO & Security-aaS

Having trouble hiring? Have access to our top
security consultants, each an expert in their
domain, on tap when you need, at one fixed rate.

Privasec RED
Services Overview

RED TEAMING &
ADVANCED ETHICAL
HACKING

Red Team Attacks, Rogue Intrusion &
Theft Simulations

Red Teaming, Vulnerability and Penetration
Testing, Social Engineering, Code Reviews,
Secure Coding Training, Security Hardening,
Architecture and Design Reviews, etc.

Technical Assurance, Phishing &
Advanced Penetration Testing

Application & Infrastucture Penetration
Testing, CREST-certified Supergeeks.

Code Reviews, Secure Coding Training, Secure
Hardening, Architecture and Design Reviews,
etc.

Cloud & Cyber Security

Cloud Security Assessments, Vendor
Assessments, Supply Chain Security
Management, etc.

We offer a range
of tailored services.

Just ask us.




